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Holistic Information Assurance:
Protection from the cyberterrorist

Cyberterrorism – myth or 
reality?

The primary protection against 
cyberterrorism is effective Information 
Assurance, which must be applied to 
systems used by the Government and  
Critical National Infrastructure (CNI). 

However, the nature of the threat posed 
by the cyberterrorist has evolved to 
such an extent that the conventional 
focus of Information Assurance – the 
confidentially of government systems 
– is no longer valid. 

In this paper we argue that, whilst there 
is no ‘silver bullet’, there is a strong 
case for a more holistic approach to 
Information Assurance, supported by 
a coherent Information Assurance 
architecture, in order to protect against 
this growing threat.

A conventional terrorist attack is 
designed to cause physical harm to 
individuals or, perhaps, significantly 
damage the economy of the target 
nation. 

Whereas cyberterrorism seeks to 
achieve the same objectives, it does 
so by exploiting vulnerabilities in 
Information and Communications 
Technology (ICT). 

A wide variety of vulnerabilities could 
be exploited for the purposes of 
cyberterrorism, such as:

•	� Distributed Denial of Service (DDoS) 
attacks;

•	� Social engineering techniques to 
obtain passwords, which enable 
unauthorised access;

•	� Malware, such as viruses, trojans and 
worms, crafted with deliberate intent 
to meet the objectives of the terrorist.

With an increasing number of 
sophisticated software tools readily 
available on the Internet, deep technical 
expertise is no longer required by a 
terrorist to exploit these vulnerabilities

To a conventional terrorist, the 
western world presents a ‘target-rich’ 
environment. The same is true in 
cyberspace. 

The number of systems within 
government and the CNI that would, 
if compromised, have the potential to 
cause loss of life or severe economic 
damage, is already large and growing. 

While the physical threat posed by Islamic terrorism is immediate and widely believed to be with us 
for a ‘generation’, the spectre of cyberterrorism is increasingly worrying governments around the 
world. The well-documented interest of organisations, such as Al Qaeda, in ‘novel’ attack mechanisms, 
coupled with their already well-developed exploitation of the Internet, makes the threat too real for 
the UK to ignore.

Estonia – May 2007

In May 2007, state and commercial websites in Estonia,  
including those run by financial institutions, were subject 
to a series of large-scale and sustained Distributed Denial 
of Service (DDoS) attacks.

The cost to the Estonian economy was said to have run 
into tens of millions of Euros.

The Estonian government blamed the attacks on Russia, 
but Moscow denied any involvement.

United Kingdom – September 2007

In September 2007, it was widely reported by the news 
media that a number of Whitehall departments were 
attacked, with some reports blaming the Chinese People’s 
Liberation Army.

Whilst specifics of this attack have not been made public, 
it follows a similar attack on the US some months earlier. 

The Financial Times said American officials called it the 
most successful cyber attack ever mounted on the US 
Department of Defense.
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One can imagine many potential cyberterrorist scenarios:

National Health Service

Within the National Health Service (NHS), an attack on 
the integrity of information could render the organisation 
unable to provide adequate care for patients; for instance 
the deliberate tampering of electronic medical records, or 
of the software applications that use them, could result 
in indiscriminate harm and widespread alarm across huge 
swathes of the UK population.

�For example, a simple change to a few lines of code could 
result in a patient’s blood group being displayed incorrectly.

Air Traffic Control

An attack (either electronically or in conjunction with a 
physical attack) on the availability of air traffic control 
systems, for example, controlling the skies above London 
Heathrow, would, at the very least, cause significant 
economic damage, effect public confidence and provide a 
public relations victory for groups such as Al Qaeda. At worst 
it could cause significant loss of life.

Military operations

In operations in Iraq and Afghanistan, the confidentially of 
UK troop deployments and movements is vital for reducing 
opportunities for ambushes by insurgents. 

�An attack could be engineered from outside the military 
theatre, possibly using the capabilities of a hostile Foreign 
Intelligence Service (FIS), with information being relayed using 
something as simple as a mobile phone.

Emergency Services’ communications

Imagine what the impact would have been of a DDoS attack 
on the Emergency Services’ communications infrastructure 
ten minutes before the 7 July bombings, and the consequent 
‘force multiplication’ effect it would have had in increasing 
the loss of life, with the Police and Ambulance services unable 
to respond effectively.

Figure 1 – Map of different types of attacking group and the information properties they seek to exploit

The degree to which modern society is dependent on the 
availability of telecommunications services cannot be over-
emphasised: Billions of pounds are transferred electronically 
every day; our food supply relies on electronically-enabled, 
just-in-time logistics; the country’s energy supply relies on 
communications to provide the necessary control.

�The impact of any successful attack on our 
telecommunications infrastructure will not have been missed 
by terrorist groups. 

The increasing off-shoring of elements of the 
infrastructure heightens the risk of electronic attack, not 
withstanding the very real threat of physical attacks on 
keytelecommunications nodes within the UK itself.

This growing threat from cyberterrorism has been recognised 
by the Government, with the Home Secretary recently 
warning of the “devastating consequences” of cyberterrorism 
and cautioning that the “pace, scale and intensity of 
innovation our adversaries are capable of allows no room for 
complacency.”

The differences between so-called cyberterrorists and other 
attacking groups, which are known to exploit information 
vulnerabilities, are shown in Figure 1. 

This diagram maps different types of attacking group against 
the information properties they would seek to exploit and 
also identifies the level of protection of the organisations 
targeted. 

As Figure 1 shows, criminals will, in the main, seek 
confidential information (eg credit card numbers) from 
members of the public, although some businesses have been 
subject to extortion by criminals threatening DDoS attacks. 

At a higher level, industrial espionage attempts to steal 
commercially sensitive information or Intellectual Property 
from more highly-protected systems. 
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Figure 2 – The CONTEST strategy from a cyberterrorism perspective.

FIS have trained members of staff with specialised  skills who 
would typically be deployed to breach the security of very 
highly-protected systems owned by the Government in an 
attempt to acquire protectively-marked material. 

The so called ‘Script Kiddie’ will typically use hacking tools 
available on the Internet to vandalise websites, and for 
financial gain, use compromised computers to launch DDoS 
attacks on other machines or to send email spam. Such 
attacks will seek to compromise the integrity of the data or 
applications on the target system.

The method of attack of a cyberterrorist has some similarities 
with that of a Script Kiddie. The key difference is that terrorist 
targets will be selected deliberately rather than randomly 
although the level of protection may well be higher. 

Attacks will be typically aimed at the integrity or availability 
of the data, or application layer, with a focus on systems 
owned by components of the CNI. 

As they get older, Script Kiddies become more technically 
proficient and could be targeted for radicalisation by terrorist 
organisations.

The increasing interconnectivity of systems, the greater use of 
Internet technologies and the known interest of organisations 
such as Al Qaeda in acquiring technological expertise and 
recruiting professionals with potential access to the CNI, 
makes the threat from cyberterrorism just too great to ignore. 

Counter-Cyberterrorism (CCT)

The UK Government’s Counter-Terrorism strategy (called 
CONTEST) uses the ‘Prevent, Pursue, Protect and Prepare’ 
framework to structure the development of an effective 
counter-terrorism capability. 

We believe that, within this framework, it is only a 
combination of the Protect and Prepare strands that provide 
realistic ways of countering the cyber threat. 

The overseas nature of the threat and its wide range of 
potential attack methods reduce the effectiveness of the 
other strands of the strategy as they are currently set 
out. Figure 2 considers the CONTEST strategy from a 
cyberterrorism perspective.

We would argue that it is the Protect strand of the CONTEST 
strategy which is most critical to dealing with the threat 
of cyberterrorism. In this context, protection comes from 
effective and appropriate Information Assurance, applied 
consistently across a wide range of government and CNI 
organisations and addressing the information issues of 
confidentiality, availability and integrity in a holistic fashion.

Whilst there is a clear link between the Protect strand of 
CONTEST and Information Assurance, we believe that 
Information Assurance also has a significant role to play  
in the Prepare strand, putting in place the necessary plans 
and capabilities to allow a rapid yet controlled response to  
an attack.

Our wider, more holistic view of Information Assurance, also 
needs to recognise its role in post-incident response. 

It is likely that a large-scale terrorist attack of any kind would 
involve a lengthy and detailed planning phase. 

In the physical attack scenario this may involve detailed 
reconnaissance of the target site. 

The same planning is likely to apply to a cyberterrorist 
attack, but in this case the ‘reconnaissance’ would be 
electronic, seeking out and exploring vulnerabilities to exploit 
information systems.  

The PREVENT strand of the CONTEST strategy is concerened with tacking the radicalisation of  
individuals both at home and abroad. The UK will have only a limited ability to influence 
radicalisation outside the UK from where cyberterrorist attacks are most likely to originate.

Cyberterrorist attacks can be made from anywhere in the world, and do not require physical 
activities to be undertaken within the UK. This will make a PURSUE strategy less effective against 
cyberterrorist plots than conventional ones.

Within the CONTEST strategy, PROTECT involves reducing the vulnerability of the UK and 
UK interests overseas to an attack. Protection from cyber attacks requires the availability and 
integrity of information and information systems to be safeguarded both from external attack, 
and from insider attack launched by users with legitimate access.

It is essential that the PREPARE strand takes into account the potentially wide range of 
‘unconventional’ cyber attacks with appropriately flexible response plans. Post incident response 
capabilities must be able to contain the problem and allow services to be restored rapidly, 
thereby minimising the impact.

PREVENT

PURSUE

PROTECT

PREPARE
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Figure 3 – Illustration of how the MOD’s investment in a holistic approach to Information Assurance can provide cross-departmental benefit

This phase of reconnaissance activity could be seen as a key 
chink in the cyberterrorist’s armour because it may provide 
vital early warning of an impending attack. 

It may be possible to detect such intrusions automatically, but 
this would need sophisticated passive and separated Intrusion 
Detection Systems (IDS) potentially pulling information from 
a number of different systems across the CNI. 

We postulate that a centrally-managed facility with the 
ability to fuse IDS data from a wide range of systems will 
be an important element in the Protect strand of CONTEST, 
which will enable effective counter-cyberterrorism.

Our conclusion is that an effective Information Assurance 
strategy should be a central component of CONTEST and is 
key to combating the threat from cyberterrorism.

Why conventional Information Assurance  
is not enough

The focus of Information Assurance has conventionally been 
to protect the confidentially of government information. 
Simply put, it has traditionally addressed the business 
problem of ‘stopping the Soviets stealing our secrets’. 

It has focussed on protecting the ‘high threat club’ and has 
had less emphasis on integrity and availability of information.

More widely, conventional approaches have sought to  
address the business problem ‘how do we ensure that 
our information is protected so that we can operate?’ 
but cyberterrorism poses a very different problem to 
governments and businesses alike, namely ‘how can we 
prevent our information and systems from being exploited to 
cause serious harm to others?’

The first problem is readily understood in the Boardroom 
because it can be directly related to the performance of the 
business and Directors are able to make informed business 
decisions about the balance of risk.

The second problem is not posed primarily at business, but at 
Society in general. As such, the Boardroom is not the natural 
place to consider such questions. 

We in the Information Assurance community must find a 
way to ‘encourage’ Board-level decision-makers to consider 
the second question as an accepted and essential aspect of 
corporate governance and the organisation’s role in society.  
The current debate within the European Union (EU) on its 
proposed directive for the protection of the CNI provides an 
opportunity to consider the balance between legislation and 
voluntary arrangements to provide the regulation necessary 
to protect against cyberterrorism.

Taken together, the changing nature of the information-
based threat and the need for organisations to address the 
wider implications of Information Assurance require a more 
‘holistic’ approach to be taken. 

Holistic information assurance in practice

The recently released National Information Assurance 
Strategy (NIAS) recognises the need for a broader approach 
to Information Assurance in order to strengthen national 
security by better protecting information and ICT at risk of 
compromise.

A theme, running though the NIAS, is ‘holistic information 
assurance’ which seeks to rebalance the traditional focus on 
confidentiality with an increased emphasis on protecting the 
integrity and availability of information, which we perceive to 
be the most likely targets of cyberterrorists. 

Define the business
Drivers

Process

Define the ‘to be’ IA 
Architecture

Define the logical IA 
Architecture

Define the physical 
specification

Define the architecture
components

Benefits

•	 Provides senior management with a common view of threats and vulnerabilities
•	 Clearly articulates the characteristics of the organisation’s information assets
•	 Allows the organisation’s risk appetite to be expressed
•	 Provides the context for the information assurance requirements

•	 Provides a coherent long term vision of information assurance with in the organisation
•	 Enables this vision to be shared with external partners facilitating secure information sharing  
	 across boundries
•	 Defines the organisation’s business requirements for information assurance

•	 Defines the security policy requirements
•	 Identifies the logical information assurance services
•	 Clearly defines the security domains and inter-domain relationships
•	 Defines the roles for staff with information assurance responsibilities

•	 Allows the most appropriate technology solution to be selected , balancing implementation risk 		
	 against the business benefits delivered
•	 Provides a robust and coherent specification for use in the tendering process
•	 Defines the details of the business information handling model

•	 Allows industry to express proposed solutions in a consistent way, simplifying the tender assessment 	
	 process
•	 Documents the detailed design, enabling effective long term support and operational assurance
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A holistic approach must recognise that Information 
Assurance is more that just a technology problem and that 
physical, people and process aspects must be considered 
to allow government departments and commercial 
organisations, particularly those within the CNI, to make 
more robust information risk management decisions. 

What does a ‘holistic approach’ to information assurance 
mean in practice?

Firstly, it must be driven from the top down, be aligned with 
organisational business objectives and accurately reflect the 
organisation’s ‘risk appetite’. 

It must enable improved corporate governance, 
demonstrating that individual board members are taking the 
threat from cyberterrorism seriously.

Secondly, it must provide real and tangible business benefits 
to the organisation, which can include:

•	� an enhanced ability to share information securely, in 
particular being able to demonstrate that third-party  
information can be protected appropriately;

•	� increased resilience and disaster recovery;

•	� reduced risk of reputational damage and consequent 
impact on competitive advantage;

•	� the ability to make informed, robust and defensible risk 
management decisions.

We have found that the only practical way to achieve a 
truly holistic approach is through the development of an 
‘Information Assurance Architecture’, using an appropriate 
methodology. 

A professionally-developed architecture will ensure that that 
Information Assurance concepts can be clearly articulated 
within the overall business context and ensure that more 
detailed work on aspects such as security policy, information 
risk management and technical design can by undertaken in a 
coherent way.

Detica is currently working with the Senior Information 
Risk Owner (SIRO) within the Ministry of Defence (MOD) 
to develop a department-wide Information Assurance 
Architecture that will provide long-term benefits, and 
enhanced security at reduced cost. 

It will also enable a series of ‘quick wins’ that provide an early 
demonstration of the value of the approach.

One of the key aspects of the work is in defining a holistic 
approach to the information risk management processes 
within the Department. 

The work is being seen as having the potential to influence 
the approach to Information Assurance across all government 
departments, including those in which integrity and 
availability are the key business drivers. 

The MOD is keen to ensure that its investment in such an 
approach benefits government and the CNI more widely, 
and an illustration of how this can be achieved is provided in 
Figure 3.

In conclusion

The need for the Government, organisations within the CNI 
and business more widely, to take Information Assurance 
seriously has never been greater. 

The real and growing threat from cyberterrorism and 
covertly-organised criminal networks, which have a 
track record of rapidly embracing opportunities offered 
by technology, must be placed on the board-level risk 
management agenda. 

In the future the National Audit Office (NAO) will  
require evidence from government departments that 
information risk is being managed appropriately and, across 
businesses, shareholders will increasingly demand answers 
following any information security breach that leads to a 
share price collapse. 

More widely, society will expect that precautions have been 
taken to ensure that our national infrastructure cannot be 
turned against us to further the aims of the cyberterrorist.
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Working with Detica

Detica is the only major business and IT consultancy to 
specialise in ‘Information Intelligence’. The company helps 
large commercial organisations and government departments 
to securely convert complex data and information into 
relevant and useful intelligence.

Within the Information Assurance community, Detica is 
a leading supplier of business and technical consultancy 
services and has an active research programme looking 
at novel approaches to solving the next generation of IA 
challenges. 

Detica recognises the importance of IA in a business context, 
allowing informed information risk management decisions to 
be made within a wider business resilience perspective.

Detica is currently engaged by MOD to establish the 
Information Assurance policy for Defence and this leadership 
has been comprehensively praised as setting the standard for 
wider government adoption at the IA07 Conference.
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